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Common CPU Components The Fetch — Execute Cycle

ALU (Arithmetic Logic Unit)
¢ Performs arithmetic calculations (add, subtract, multiply)
e Performs logic operations (e.g. <, >, =, I=).

CU (Control Unit)
e Controls the flow of data between registers in the CPU.
e Controls input and output of data to and from the CPU
e Controls the timing of signals sent within the CPU.
CACHE
e Stores frequently used instructions and data
¢ Built onto the CPU and so provides quicker access than RAM
¢ Allows instructions and data to be loaded into the CPU more
quickly.

FETCH the next
instruction and
associated data from
main memory

DECODE and
interprets the
instruction

EXECUTE the

Registers instruction

e Veryfast memory on the CPU itself

o PC (Program Counter) - stores the address of the next
instruction

o MAR (Memory Address Register) - stores the address of
the next instruction to be accessed

o MDR (Memory Data Register) — stores the data to be
brought from or sent to main memory

o ACC (Accumulator) — stores the value currently being
worked on

V
The Purpose of the CPU

The CPU is the brain of the system.

e Processes all the data and instructions to make the
system work.

e [tisinstalled on the motherboard.

The Purpose of Embedded Systems Von Neuman Architecture

e To provide a specific, pre-defined function
e Cheaper than providing a full personal computer system. <> Clock Speed .
° Can be made much smaller than a personal Computer system o A faster clock Speed aI-IOWS more instructions Cal‘r_led out per
o Allows for a device to be automated / programmed. se<_:ond and so instructions are executed more qwckly_.
$ $ e This allows for more programs to be run at the same time.
e This allso g\l_lows floy more complex processing operations to be
o Task specific. Registers completed in real time.
(] .
e e fone ez -
e Basicorno Ul ) A Igrger qache gives more space for frequently uged instructions.
: e This provides more storage for fast access, meaning faster
* May respond to sensors. m fetching of instructions and so faster processing
Examples of Embedded Systems Number of Cores
o Dishwasher s e More cores allow more instructions carried out simultaneously.
e MP3player \ ; "6 °5 o $ More cores allow the processor to process more instructions at
e Washing machine 8 2% the same time.
e Mobile phone *'l:.’f‘ Cach e This allows batches of instructions to be executed more quickly,
e Manufacturing equipment Mo vasnst ACHE which allows for more programs to be run at the same time.
e Tills




Units of Data Storage Converting Binary to Hex

Character Sets Storing Images

e Allow computers to understand letters, » Images are stored as a series of pixels in binary * Bit g |al2 | 1 g | al2 | 1 ¢ Binary is a number system made up of 1s and Os
numbers, and other characters « Each pixel has a specific colour, represented ¢ Nibble - 4 bits | | e There are only two possibilities, so this is a base two number
¢ Logically ordered, the value for A is lower by a specific code e Byte - 8 hits olil1lo 1lirfogs system
than B e Also contains metadata o Kilobyte (KB) - 1,000 bytes 4+2=6 8+4+1=13 » Computers use binary because the CPU contains transistors,
e ASCIl ) o Structure of the file o Megabyte (MB) - 1,000 KB 6 D which are either on or /off
" nenchange | T e e o s date A R
. ’ . o e Terabyte -1, c e Bt D dBi . . HexXad .
o (I:Eggg character is given a unique binary « Resolution is the number of pixels in the image « Petabyte (PB) - 1,000 TB onverting between Lenary and binar e Hexadecimal is a number system using
A=065= 01000001 o Higher resolution = more pixels = clearer 128 32 ] 16 0.1,2,34,56,789ABCDEF ;
o A=060= 0 image = more space needed 1 | 0 | 0 | 0 | 1 | 0 | 1 | 1 e There are 16 possibilities, so this is a base sixteen number
o Code is 8 bits (1 byte) long system

e Colour depth is the number of bits used to store
the colour for each pixel

(o]

256 possible characters e Binary strings are long and difficult to work with. Hex is shorter

Converting Denary to Hexadecimal

e Unicode » o 1 bit allows 2 values, 2 bits allow 4 values etc. 62+16=3R 14 e Hex ils easily converted to binary as there is 1 hex digit per nibble.
o Uses 2 bytes giving many more o Higher colour depth = more realistic colours = 3+16=0R 3 * Hexis less prone to error
characters. ) more space needed 314
o Accommodates languages such as Arabic . .
with thousands of characters 3E Choosing Storage Media

Storing Sound e Encoding data so that is needs fewer

When choosing a storage media there are several factors to consider:

o Measured in Hz
o How many samples per second
o more samples = more detail = clearer

of the information
o Reversible - that the original data can be
reconstructed

e Computers only understand binary so sound bits/bytes to represent it Capal_(i:ity h data th di hold
must be encoded * Reduces space needed for storage o How much data the storage media can hold )

o Broken down into thousands of samples per o Must be decompressed to be used o Larger files such as videos/ music/ pictures will require larger amounts of storage
second, each is stored as binary data o Lossless Compression Speed ) )

e Sample rate o Compresses data files without losing any 5 o How quickly the data can be written and read back

o Some situations, such as a live website, will need data to be accessible quickly
o In other situations, such as a backup, it is acceptable for the process to take longer

Portability

o How easy itis to move the storage media from one device to another.

o The size of the media itself and the compatibly of the media
Durability

o The length of time the storage media is expected to last

o How easily damaged the storage media is

sound = more space needed °
* Bit Depth
o Number of bits available for each sample
o Higher bit depth = higher quality = more
space needed

Not all files can be compressed in this way

e Lossy Compression
o Does lose some of the information

« Duration o Used where this is acceptable e.g. Reliability
o Higher duration = longer audio = more audio o How likely the storage media is to fail and how likely errors are to occur.
o Produces smaller files Cost

space needed

o Poorer accuracy

o How expensive the storage media and any required hardware is.

Primary Storage

* Storage devices which are not constantly
connected to the computer.
Storage devices not directly accessible by

xamples o Noosing siorage Meg
A portable barcode scanner uses solid state
flash media

e Much faster than secondary storage

e Holds data and instructions needed by the
ROM (Read Only Memory) RAM (Random Access Memory) Virtual Memory

Vi

al Memory Implementation .

¢ Values stored in e Loses its data when the e Virtual memory is the system’s CPU. » Capacity: barcodes do not consume much
ROM remain when computer is switched off simulated memory 1. The Operating system sets up virtual « Used to back up data stored in primary data so high capacity is not required.
the computer is (volatile) that is written to a memory using the Virtual Memory storage. ¢ Speed: flash media is quick and delays when
switched off (non e Used to save data about file on the hard Manager (VMM). o Useful when there is a need for larger scanning W.°“|d affect the device’s operation
volatile). programs that are currently drive. 2. The VMM creates a file on the hard disk storage capacity. * Portability: flash media is small and light

and so will easily fit within the scanner
Durability: flash media has no moving parts
so the device can be moved without damage
o Reliability: flash media is highly reliable

e Cost: flash media is more expensive than

e Virus attacks are
unlikely. .

e Values stored cannot
be accidentally

large enough for the extra memory
needed.

The Operating System can then address
the virtual memory as if it were

open. .
Much faster than a HDD or
SSD, and so the CPU has to
spend less time in the “fetch"

It lets more memory

be used than there is
in the system. 3.
e This is useful when

pDe 0
Optical Storage *
« Data is written and read using a laser beam
e Examples include CDs and DVDs
* Inexpensive, reliable, robust, relatively

. cDr::tlz?seg\;ritten Zigcu?é.._the fetch-decode- you need to run more 4 rseﬁL m;anm%rry Satloirr?d ilg tF;:Mr.ocess Lsed large capacity OLher S;orage, but this is outweighed by the
e It is more expensive per GB applications on the b Ep el P d Magnetic Storage above factors
permanently when th HDD SSD. Thi computer than RAM Y the operating system to move data o Uses different magnetic patterns to store
the computer is built. i an a or - This can support. between RAM and virtual memory. data Films are sold on DVD and BluRay disks
o Holds the instructions imits our usage of RAM, and 5. Data which processes do not need o Examples include tape cartridge and hard o Capacity: high capacity to allow for longer,
for booting the the amount that can be immediately is moved out of the drive higher quality movies
computer. installed. RAM to virtual memory. « Large capacity, can be used to store  Speed: slower access speeds than flash
operating system and other files and memory but sufficient for the task
programs, reliable, cost-effective e Portability: lightweight, small and commonly

used

Calculating File Sizes

Solid State Storage . .
« Data is stored within flash chips e Durability: durable if stored correctly

e Examples include USB drives and SSDs * Reliability: reliable if stored correctly
Flexible, faster access to data, can be used e Cost: very cheap to produce in high
for portable devices, generally smaller in quantities

size, robust, easy to use

sound file size = sample rate x duration (s) x bit depth

image file size = colour depth x image height (px) x image
width (px) .
text file size = bits per character x number of characters

Main Secondary .
7 N

Output Devices .




Factors Which Affect Network Performance Addressing

Bandwidth is the amount of data that can be transmitted. The larger the amount of * Addressing allows us to identify devices
available bandwidth, the more data which can be transmitted in a period oftime. « Every device has a MAC address which never changes
o The type of connection — wired connection will be faster than wireless. *_Each device on a network has an IP address but this can change
o Interference — walls and other radio signals can interfere with wireless MAC Address IP Address
networks. Electrical cables can interfere with wired networks. ¢ Media Access Control (MAC) - 48 bits. | * 32 bits using 4 sets of decimal values
e The number of devices — if lots of devices are using the network, there will be ¢ Hexadecimal values from 0 — 255.
less bandwidth available to each user. o MM:MM:MM:UU:UU:UU - MM is the « Used to route traffic to the right network.
. 'I_'he type of med@ bemg accessed - large files consume more bandwidth, large manufacturer ID and UU is the device
files such as HD video will take longer to transfer. D
If insufficient bandwidth is available for the number of users, or the size of files, :
Eerformance will be poor.

Advantages Of Networking Computers

Protocols « Easy to share documents, several people can work on a document at once.

« Only one Internet connection is needed and can be shared between devices.
» Centralised backups can be carried out.

« Software updates and patches can be automatically pushed out.

e Users can log in to any machine connected to the network.

Network Hardware

Wireless Access Points

Converts network signals into radio waves allowing devices to connect wirelessly.
Routers and Switches

Connects devices on a LAN together by transmitting data between devices.

NIC (Network Interface Card)

A piece of hardware within a device which allows it to connect to the network.
Transmission Media

Connects the NIC to the router or switch. Could be:

* HTTP — HyperText Transfer Protocol — Web pages

* HTTPS - Hypertext Transfer Protocol (Secure) — Secure web pages

o FTP — File Transfer Protocol

* SMTP — Simple Mail Transfer Protocol — Send emails

* IMAP — Internet Message Access Protocol — Receive emails

* POP3 — Post Office Protocol version 3 — Receive emails

* DNS — Domain Name System — Converts names to IP Addresses

o |P — Internet Protocol — Addresses packets

o TCP — Transmission Control Protocol — Provides reliable transmission

The Internet
The Internet — A worldwide collection of computer networks
Hosting — A service which allows you to publish a website to The Internet DNS
(Domain Name System) — A system for converting host names and web Ny . N
addresses into IP addresses * Wireless - using radio waves
Web Server — A server configured to host websites. . E_thernet - twisted pair coper Cablgs ]
Web Client — A client accessing websites, usually over The Internet. o Fibre Optic — data transmitted as light through glass or plastic cable

1.3 — Computer Networks, Connections and Protocols

Cloud Computing

* A method of scrambling data with a key. Services such as software, processing or storage hosted in a remote location and accessed « In a network, data travels through layers where protocols add or removing extra
e Anyone can join an open Wi-Fi network and see traffic from via The Interngt. . information.
other users. « Easy and quick to increase or decrease resources. « Layers allow one part of the protocol to be changed or rewritten without affecting the
 If encrypted data is intercepted, it will have no meaning. « Maintenance is performed by the cloud provider. other parts o }
« To read the data, the user must decrypt it using the key.  Data is stored away from the organisation’s building. « Consistency of communication components — ensures that different hardware and
« The encryption method used is called 'SSL' (Secure Socket » There is no upfront cost, organisations pay only for what they use each month. SQﬁ_Wﬂfe can communicate. ) .
Layer). « Relies on having a suitable Internet connection * Divides communication into smaller components - makes troubleshooting easier.
Modes of Connection TypeS Of Network Star Network Network
Ethernet
e For communication over a wired network. LAN (Loc al Area Netwo rk iit]
 Uses a Media Access Control (MAC) address. * Covers a small geographical area * Covers a large geographical area R [
o Uses error checking. e Usually contained within one building * Connects buildings, towns or cities together {E
« Devices check that no other device is communicating over * Equipment is owned by the organisation * Equipmentis owned by a telecommunications -
the link before sending. o Lower setup costs company Advantages Advantages
WiFi o Faster speeds o Higher setup costs e Ifasingle link breaks the network still stays active. | e If a link breaks another route
* Wireless connection which uses radio waves to transmit ¢ More control over security o Lower Speeds ) o If one connection fails it does not is available.
data through the air. e Less control over security affect the rest of the network. « The fastest route can be
* Uses an SSID to identify the network. — — e — « Easy to add additional devices onto the network. chosen.
« Uses WPA2 or WEP to encrypt and secure data. (EM=EVET INEIYEITE B3 W M INSIVEITe « Fast because each device has its own « Can be quite cheap if
* Unsecured traffic can be intercepted easily. « All devices are connected to a server.  All devices have equal status. connection to the switch / server. wireless.
Bluetooth ) ) ! ) * The server stores user account details. o There is no central server, making o There are few data collisions. Disadvantages
. \éVlreIehss col‘r‘lnﬁctpn which uses radio waves to transmit e Clients access services from servers. them relatively easy to maintain. Disadvantages o Expensive if wired.
ata through the air. - * Servers receive and processes requests from | 4 |f one device fails only the information stored | |« Dependent on one central device. « More complicated to
e Much shorter range than Wi-Fi clients . ; f ; . B h L
h . . ! : on that device will be inaccessible but the o If the central device fails, the whole network fails. maintain
e Usually used for a direct connection between two devices. « File servers, web servers, database servers network will still operate R .
. ! 5 N . e The performance of the network is e Set-up and maintenance
 Bluetooth headphones, mice and keyboards are very etc. all provide different services o They are relatively easy to set up. dependent unon the central device canbe costl
common. ) ) o o Ifthe server fails, clients will be unable « There is no central control, making security Thp b pf devices i rict d.b th tral Y
o Itis possible to send files using Bluetooth but this is slow. to operate. and administration harder’ g * d € number of devices Is restricied by the ceniral
e They are more involved to setup. ’ evice.




Forms of Attack

An attempt to modify or delete

Active data, or to stop the network
from operating correctly.
An attempt to find information
Passive about the network or retrieve
(Eavesdropping) | information without changing
anything.
An attack by someone inside
Internal the organisation. _
External An attack by someone outside

the organisation.

Qualities of a Strong Password

» At least eight characters

« Include upper case and lower case
+ Include special characters
 Include numbers

» Does not include a name

» Does not contain a complete word
» Relates to an acronym

Social
Engineering

Types of Malware

Malicious software hiding within
Viruses another application. Designed to
harm a network or computer system
Similar to viruses but not hidden
within other files. Replicates through
a network to spread to other
computers

Programs which pretend fo be
legitimate but are malware. Often
Trojans disguised as email attachments.
Cannot spread by themselves and so
deceive a user into installing them.
Monitors user activities and send the

Worms

Spyware information back to an attacker.
Blackmails users into making a
payment to an attacker. Some will

Ransomware only try to frighten users into paying,

others will encrypt files

1.4 - Network Security

Where users do not follow policies, make a
mistake such as using their name as password, or
are tricked into giving out information. Phishing
emails trick users into giving away information.
Pretends to be a genuine message with a link to a
website that looks like the real company.

Brute force

Trial and error. Tries all possible passwords until
the correct one is found.

query language
(SQL) injection

Denial of Overloads a computer or network with traffic by
service (DOS) | bombarding it with requests.
Data Looking at data travelling over a network, often
interception using software called a packet sniffer.
and theft
Structured Affects websites which use a SQL database. SQL

code is entered into a data input field on the
website to look at or modify data stored in the
database.

Malware

Malicious software designed to cause harm to a
system or network. Users are often tricked into
running malware.

s Penetration testing - The network is scanned for security weaknesses, vulnerabilities and
poor configuration to find problems before an attacker can. Software is often used to automate
this process. Allows organisations to find and fix threats before attackers can use them.

» User access levels - Controls which parts of a system users can access. Users should only
be given access to parts of a system they need. Limits the actions a user can take. Reduces
the risk of both deliberate data theft, but also the damage that can be cause by social
engineering attacks or malware.

» Secure passwords - Passwords should not be easy to guess, should be long and include
numbers and symbols. Passwords should not be shared. Defence against brute force attacks,
these take much longer with secure passwords.

s Encryption - Data is translated into code so that only those with the key can read it. Means
that if data is intercepted it cannot be read. Defence against data interception and theft.

» Anti-malware Software - Prevents malware from being installed and removes any that is
installed. Includes anti-virus software, anti-phishing tools and anti-spyware software. Scans all
the files on a computer and checking them against a list of known malware.

s Firewalls - Monitors fraffic going into and out of a computer or network, and either allows or
blocks it. Forms a barrier between a system and the attacker.

s Physical Security — Controls access to servers, networking equipment and other important
hardware. May take the form of security guards, locks, CCTV or swipe cards.
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Operating Systems

Operating System Features

» Tells the hardware User Management File Management

what to do. : o « Individual users can be created and deleted. = All files are given a name.
» Allows the computer to [ o I = Allows more than one person to use a » Files are stored in folders.

run other aDP"CE‘UOFS- : : computer with their own files and settings. » Users can create, modify, move, and delete files
= Controls the operations .'“: : = Access levels control user access to systems | and folders.

ofa t_:ompuler. for security. « Users can sort or search for files and folders.
» Provides an interface « A log is kept of files a user creates, = Users can restore deleted files.

between the computer — accesses, edits and deletes. » Users can set access rights to files.

ar_ld a user. N E Multitasking Peripheral Management
» Hides the complexities assscan. » Many tasks can be executed on a * Allows devices to communicate with the

of the hardware from T computer simultaneously. computer.

the user. » An operating system has several « Data is transferred between devices and the
Examoles include: processes running at the same time. processor. _ )

mp e » Processor is given a small part of each * Controlled using Device Drivers:
» Microsoft Windows task one after the other o Contain instructions on how to control a
s Apple OS X R ! - device.
s Linux s R ns'—‘\elilnt]e'lesﬁjgppear to be executing at the o Each device has its own driver.
s Android « In reality, resources are shared between o An_y device can be used if a_dnver is available.
« Apple 105 tasks o Drivers can be updated to give better
' performance or fix bugs.

1.5 — Systems Software

| Interface between the hardware and applications | Programs that run application software. | Software that helps the computer to run |

Utility Software

= Allow the user to interact with the computer in| | # The management and Defragmentation Software Encryption Software Data Compression
. %V'S%al Ta:t' P d to th Oﬁﬁ"'sat'?" Olf melmory » Files on a disk are broken downintoa | e Scrambles the » Reduces the size
u;:f S extoraudio are presented fo fhe ﬁq © sys er“ ev;a d series of segments. contents of files so of afile.
T * beﬂg; 'fhz c‘;‘;ggnt « When files are deleted, the segments they can only be « Uses algorithms.
» A type of interface that uses Windows Icons programs which are gﬁ;{:&ﬂﬁg:ﬁf&?ﬁ;ﬁd are made gﬂg]%rﬁg{;%dub;;m . SmE_’"Etr fItIES am't
Menus and Pointers (WIMP) to represent the open. ; : Ak t code i easier 1o fransmit.
interaction between the user and a computer. « Programmers and * The new file may need more segments | »Akey or secret code Is | « Allows more files
e Users use a mouse to interact with features dnot k than the old, and so the segments needed to descramble to be stored in the
displayed on the monitor. iigﬁar;ﬁ%enn?or;g‘gta a!locateq t_c: it are not together on _the the content. same space.
= Powerful and easy to use but require a lot of is held. disk. This is known as fragmentation. » Takes longer for * Lossless - no
rocessing power.  Allocates free memory » Afragmented disk takes longerto read | messages to be sent data is lost, and
I E— || rom andwite to, making the andreceived the onginai can
« User types a text command using the to programs that neeq it computer slower. s Increases security as be recreated.
keyboard. « Frees up memory which « Defragmentation software rearranges data cannotbe read if | « Lossy - some
+ The computer displays the results on the Is no longer needed. . the segments so that they are stored stolen. data is lost and
monitor. » Controls the computer's nextto each other. + Can encrypt individual the original file
» Requires little processing power and is memory to optimise » This reduces read/write time and files or the whole hard cannotbe
extremely powerful. performance. improves performance. disk. recreated.




# Ensuring public safety.

# Cyber bullying.

# Unequal access to
matenals.

» The Digital divide.

Positive

« Industries such as
manufacturing and
agriculture are
becoming more efficient

+ Increase in renewable
energy options.

+ Electronic
communication reduces

# Virtual Currencies.

# Social pressure to be online and
keep up with the latest
technology.

s Access to inapproprate [ illegal
content.

Negative
» Extraction of natural resources
depletes them.
# Electronic components require
precious metals
+ Devices need large amounts of

energy
+ Large amounts of e-waste

+ People want the latest devices,

s [llegally
sharing
personal
data

» Stealing
money or
information

= lllegally
copying and
sharing films
and music

= Extorting
information
or
blackmailing

s Electronic

Spying

the need to travel.

Personal data must:

« Diata must be collected and
used fairly.

« Data must only be held and
used for the reasons which it
was gathered.

« Data can only be used for
registered purposes .

# Data held must be adequate,
relevant and not excessive.

¢ Data must be accurate and
up to date.

» Data cannot be kept for
longer than necessary.

« Data must be kept safely and
securely.

¢ Data cannot be transferred
outside of the EU unless
suitable laws are in place.

Key roles:

s Information
Commissioner
has overall
responsibility for
enforcing the
Data Protection
Act.

s Data Controller
The person or
organisation
responsible for
the data

« Data Subject
The person
who's datais
collected

causing old devices fo go to waste

s Gives creators of
digital media the
right to control how
their work is used
and distributed.

+ Music, books,
videos, games and
software are
covered by the
act.

= Anything you
design or code is
automatically
copyrighted and
may not be copied
without
permission.

« Fres and
available to
anyone

« Can be modified
to suit different
neads

s Encourages
collaboration

« Cluick to fix
issLes

« Can include
more bugs

+ | 255 secure

+ Mo official

support

¢ Automation can improve the production process at
the cost of jobs

¢ Technology has allowed jobs fo be moved abroad
where costs are lower

« Not everyone is proficient with technology

» Not everyone can afford technology

« Internet access may be poor in rural areas

s Devices may be fracked

# Social media encourages people o post about
themselves online

s LInwanted images and people may be put online

» Big data allows information from many different
sources to be put together

s Electronic information can be more easily copied

+ Once information is online it is very difficult to remove it

sefttings

« Licence can be
expensive

» Support from the
manufacturer

» Usually more
secure

» Bugs issues fixed
regularly

s sually has user
documentation

« Cannot modify the
code

« Copyrighted by a
company or owner

* Not everyone is aware how to correctly use privacy

e [tis illegal to access data stored on a
computer unless you have permission
to do so.

e ltisillegal to access dataon a
computer when that data will be used
to commit further illegal activity, such
as fraud or blackmail.

# [t is illegal to make changes to any
data stored on a computer without
permission. This includes installing a
virus or other malware which
damages or changes the way the
computer works.

» The maximum punishment for
breaking this law is a £5,000 fine or
several years’ imprisonment.

# [t must be proved that access was
intentional, and not accidental as a
result of poor configuration



#» Created to represent an algorithm.

# Show the data that is input, and output.

» Show processes that take place.

» Show any decisions and repetitions that take place.
#Lines show flow through the chart.

#» Shapes represent different functions

[ Start or End ] Process
Input or - YES

5 Diecision

Subprogram MO

= Computational thinking:

- The use of computers to solve problems.

- Development of algorithms to solve problems.

- Using abstraction, decompasition, and algonithmmic
thimking.

» Abstraction
- Using symbols and wvarnables. to represent a real-
world problem with a computer program.
- Removing unnecessary elements
- Example - a program is to be created o let users
play chess against the computer.
= Board is created as an array(s).
= Pieces are objects that have positions on the
board
= The shape and style of the pieces may not be
required.

oD -
- Breaking down large problems into a set of smaller

= Smaller problems are easier to solve
= Each part can be solved independently
= Each part can be tested i
= The paris are combined to produce the full
problem.
- There are usually several different approaches, and
not one single right way fo do this.

Limear Search

i} Stop.

value.

. Check the first value
. Fitis desired value

1

2
- Stop

3. Ctherwise check the second value

4. Keep Going until all elements have been checked
or the value is found

2) Take the middle value.
3) Compare it to the desired value.
a) [Fitis the desired value.

b} Ifitis larger than the desired value.

i) Take the list to the keft of the middle value.
c) [Ifitis smaller than the desired valua.

i) Take the list to the right of the middle

4) Repeat step 3 with the naw list.

Searching Algorithms

# Tests algorithms for logic ermors which
oocur when the algorithm is executed.

# Simulates the steps of algorithm.

# Each stage is executed one at a time
allowing inputs, outputs, variables, and
processes o be checked for the comect
value at each stage.

stage| X | ¥ | Output
eI
=1 3 T3
while X > 0 Y 3
T=¥+1
¥=E -1 g ‘4
int (¥}
] 4

Bubble Sort
1) Take the first element and second element
2} Compare the two
a) Ifelement 1 > element 2
i} Swap then
b} Ctherwise
i} Do mothing
c) Move to the next pair in the list
d) Ifthere are no more elements retum to step (1)
e) Otherwise, retum to step (2)
3) Repeat uniil you have worked through the whole list without making any
changes

Merge Sort

1) Split the list into individual elements.

2} Merge the elements together in pairs, putting the smallest element first.
3) Merge two pairs together, putting the smallest first.

4} Keep merging until all pairs are in order.

Insertion Sort
1) Element 1is a sorted list.
2} The remaining elements are an ‘unsored’ list.
a) Compare the first element in the ‘unsorted’ list to each element in the
saorted list.
b} Ifit is smaller, put it im in front of that element and mowve the others along.
c) [Fit is larger compare it with the next element.
d) Keep going until you reach the end of the list, at this point put it in the
final position.
3) Repeat the above until all elements have been sorted

Common Emmor Types

Syntax emmor

# The code has not been comectly typed, a “type” in the code.
# For example entering print = (H=lle Instead of Print

Logic error

# The code has been typed, there is an ermor in the logic used io create it
# This might be running steps in the comect onder, or multiplying instead of dividing

= {"Helloc™)
» Process — an action that takes place.

-Mmim-mmmmimiHMﬁmam_
» Algorithm — a senies of steps to perform an action or solve a problem.
# Flowchart — a diagram showing inputs, outputs and processes within an algonthm.

* Pseudocode — simplified language used to design algarithms.
# Exam Reference Language — a mare formal way of writing algorithms used within the exam.

# Looks like pretend code.

# A more formal way to represent
an algorithm for the exam.

= More like a programming
language but does mot compile.

# |5 easy for programmers to read.

mark = inpuat ("Input mark")
if mark < 50 then
print ("Fail"™)
ml=mif mark < T0 then
print ("Pass"}
el=eif mark < 50 then
print ("Merit™]
el=e
print ("Distinction"™)
endif

Pseudocode

» Uses short English words and
statements to describe an
algorithm.

» Generally kooks a little more
structured than normal English
SEnieEnces.

» Flexible.

# Less precise than a programming
language.

IF Age is =gual to 14 THEN
Stand up

ELSE Age is egqual to 15 THEH
Clap

ElSE &ge is egual to 16 THEH
Jing a =ong

EL3E

3it on the floor

Completing An Algorithm

1. Read what the algorthm should
da.

2 Maote down the steps that should
take place.

3. Read the steps of the algaorithm
you already hawve.

4. Use your notes to write code to
fill in the gaps.

END

_[:Illl!d:l 1-_r| it -

1. Read what the algorithm should
do.

2. Mote down the steps that should
take place.

3. Read each step of the algorithm.

4. At each step, compare what the
algorithm does to your notes about

what it should do.
5. Take action to comect the:
ithm where it differs from your
nates.




Sequencing Sub Programs Arrays The Use Of Records To Store Data And SQL
= Breaking down complex tasks into simple steps. } . = Used to save time and = An ordered collection of related = Datais often stored in databases, prowding persistent storage for data.
= The onder of steps matter & simplify code data = Diata within databases is stored in records, which in tum are stored in
- step progress through a program = Allows the same code o = Each element in the amay has a files.
.‘?l.?:eﬁ?s = II" be used several tmes unigue index, usually starting at 0 = Records contain several atiributes, each afiribute is a single point of data_
o Each line follows the next. without having to write it = All elements must be the same = S0 {Structured Cuery Language) is 3 programming Llanguage designed
o Can create simple programs very guickly. out each time type of data for interacting with databases.
o Easy to follow for a small program. = | — » Procedures are sefs of » Arrays are usually a fived size » 501 uses the SELECT command fo search and read databases
= Disadvantages \ instrections stored under a = 10 @mays are similar to 3 simgple SELECT * FROM Books [Retums all columns and records in the Books
o Mot very efficient. single name (identifier) list, each element needs a single table
= Difficult to follow with large programs. [ .—{3 11 ) : = Functions are similar to index numiber [SELECT Tige FROM  |Retums only the Gie colurmmn rom the Books:
o Hard to maintain. 5% == ’“' ¥ ,_' ) 'k%—_ﬂ i procedures but will always = 20 arays are similar to tables, Biooks table
lw_ﬂ'// — " | retuma value to the main with each element nesding two SELECT * FROM Books |Searches the Books table for records where the
- fT LINN Il L) . r\ program index numbers WHERE Author="Bob™  [Author i Bob. Returns all Columns
Data Types ~L = |1 + Parameters are values + 20 amays are usually used to SELECT * FROM Books [Searches the Books thle Tor records where e
» Integers — whole numbers eg. I7 LFI r b [J | [ passed into a sub prgram. store properties of objects, with WHERE Author="Bob™  [Author & Bob or Tim. Returns 3l Colsmrs
+ Reals — numbers containing decimals eg. 5.2 m{kAAr; | W These are refemsd to as objects in mws and properties in or Aarthor="Tim"
* Boolean ~ TRUE or PALSE =’ B arguments when calling he || columns SELECT * FROM Books |Searches The Books bl for records where e
= Sirings — alphanurmeric characters e.g. helio A, sul program = Fruits[ 1] references elerment 1 in WHERE Author'="Bob” |Author i not Bob. Retems all Columns
« Casting is used to convert data from cne type to | 4 Ii]\ ! = Both procedures and the 10 Fruits amay SELECT Tite FROM  |Searches the Books table for records where
another. This is often used to convert string | I.f 1L functions can accept = Tools{0,2] references element 0,2 Books WHERE ‘Sales is greater than or equal 1o 100. Retums
nput to integer or real 1o allow for calculation | "l parameters. in the Tools amay Sales>=100 only the Title colurnn
2.2 Programming Fundamentals
# stringname.length — retums the length of a string Arithmetic Operators  Files can be opened for reading or writing = Allows the program to make = Running through or ‘fterating’
# stringname. upper — converts the string to uppercase +  Addition + Append mode adds to the end of the file gecisions through a set of steps several times.
=tring = "John® - Sublraction » '.I".I'l;bemcde wg_m;'mes i ntent in the file . gﬁm:muuélg‘msm change .gmmm:;%:
=trimg. length - . T myFile := OFEX pens test.bd in = & program = Count co n
P p— EE m‘;gﬁfmilrf jDHN Muitiplication ["test.txs”) FOR read mode into the » Selections may be nested = Repeats the same code aset
soing.uppes pper - ! Divisign BERDING myFile variable one inside another number of times
fng. lowes [ Converts to lower case | john Modulus (the remaindar T Tl Us=s a wiie loop 1o « IF statements periomm o Uses a variable o track how
string.substring(l, Z) | Retums partof the ch MOD  from a division, =g, 12 output each line of comparisons sequentially many times the code has been
string MIOD 5 gives 2) myFile BEADLTHE() the file (READLIME) and so the order is ur ) .
string. lefs (2] Returns from the lefi of | Joh pry  Cuotient (integer division, END WHILE until the end of file important o This variable can be wsed in the
the string E.E. 210N 3 E?Eﬂﬁ (EQF] is reached. « SELECT CASE has less mm of each teration th
=sring.right (2] ' - ponentiation {io myFile CLO3E(]) Closes the file ng but is kess flexible B 2al 1on the
Sl Eﬁr;?dga;ﬁ;sﬁrﬁ hn power of, e.g. 2°3 gives 27) ) e variable is checked to determine
=ssringFstring Concatenates or joins | JohnJohn {:Dn'pansnn Operators =yTile=0EEN Opens the logile b £ e code should be fun agan
; Equalto (™logfile. txt™] FOR flein d mode o FOR sefs how many times the
strings - azrean ey e, code should be repeated
= Notequalto e existing rontert is o NEXT tells the code to retum o
= Less than presered the start of the koop
Variables: ’ == Lessthan orequalto myEile WELTZLINE (" LEi= | Writes tothe end of = Eszﬁ variabhe
« A box in which data may be stored > Createrihan I o B « Condition Cortrolied Hteration
= Content changes as the program runs. = Greater than or equal to i —— SELECT CASE ¥ o Uses a condition to determine
= Different types eg. string, decimal, etc. Amniean Operators - _ CASE 100 how many times code should be
Assignment: e two ?g&";uﬂ met myFil t:': EEN o Opensthe QUTPLT “A*" repeated )
« The process fior changing the data stored in a vanable OR ESEI teme et = be Pt’E“l‘: ile.tus”] EOE textfie b file in CASE »80 o Vil loops will run whilst a
« Copies a value into 3 memary location s r::ﬂ:ast ane ‘D}Iﬂ-lﬂr:.luﬂ 2= wirite made, CUTPUT A" condition is met and uss the
« Different values may be assigned to a variable at different times during NOT i S'IE:rEE " resug it teg h?GT-'A EE:;I_?“ il CASE 60 E.‘?‘E"'wﬁfE"w'LE and
the execution of a program. AMD B) will only be false when both ; OUTPUT "5
3 - - ] ¥ 52 when be owervritien = Repeat] will run unt a
EE:m asswrent owenaTites the cument value with a new one. A and B are rue =yFL -‘F'[‘-P::azﬂ_ T This ﬂE".- nﬁEIE content o CASE ELSE S mmﬁm Pl
15 a .o Iy |
» Data does not change as the program runs I E_ — Clusei — END SELECT statements REPEAT and UNTIL
» Used to reference known values such as pi - FOR count = 2 $o 10 3TER Z
Inputs: Random Num OUTETT couns * 2

= May come from the user, a file or elsewhere in a modular program
= Usually treated as text even if containing numibers

Outparts:

= The end result of the program

= May be displayed on the screen, written 1o a file, or sent to a device
Operators:

# Used to manipulate and compare data

= Many different applications in mrrp.merpmgarrsfrcrnsinwlaﬁng dice n computer games, o cryptography

= Depending on the langu, just the maximurm rember assurming starting from 1 (e.g. roll = randomi3)) or the first
and last possible uall.les?e-g ol =3,

= In many cases our desired mtmymh&amﬁraﬂmmmﬂﬂmmsﬂﬂaﬂmsmIFanASE statemnent. to
convert the number inte an achsal choice

= We can also use the random number to select a random element from an aray. This is more efficient then writing lots of IF
statements.

HEZXT count

count = 0
WHILE count < &
print ("Eello World™)
count = count + L
ENDWHILE



Input Validation

* A coding method o check that: = An emor in the way the program warks, = Any user inputs may be incomect, the program be able to handle this.
o The user is who they say they causing it to mot do what it shouwld. »Validation applies rules to inputs, data which does not follow the rules
ars #Mlay be the incomect use of operators such as is rejected to prevent it from crashing the program.
o The user is allowed to access entering < instead of = o Range Check — the input must be within a range. Usually applied
the program *May be the creation of an infinite loop. to numbers and dates. For example, when inputting the required
# Can be as simple as asking for a #May ba the accidental reuse of a variable quantity into an order form, the number must be greater than 0
usemname and password name amd less than the total stock available.
# There are three main A program will run with logic emors but will not o Length Check - the input must not be too long or too short. For
authentication factors fumction comecthy. example, a password must be at least sight characters, but not
o Something you are, such as a Syniax Emmors more than 30.
fingerprint or iris scan. » A mistake in how the code is written, breaking = PFresence Check —the input mus: be present. For example,
o Something you know, swch as a the rules of the programming language. requiring auE{itcsrdmlrberhr_mmlne_u'da'
password, pin of secret answer e May be a misspelling or typo such as pmit o Format Check - the data must be in a specific format. For
to a question. instead of print. example, an email address must have an (@ symbol and at least
o Something you have such as a #May be a missed bracket one dot
swipe card or mobile phone app. . be using a variable without dedaring it. o Type Check - the data must be a spedific type, such as requining a
» 2 factor authentication is where two .%ﬂ|mMimn$ mnmcymmtnbeud;rrurhas_
different authentication types are P »Validation will not catch all ermors as users may still make typos.
required io access the program. = \Verification requires the user to enter key info twice fo reduce the risk
of this.

2.3 — Producing Robust Programs

TAR Pas=word a=s 3tring # Using the same rules for naming # User prampts should # Allows code within a # Lines within the code which
VAR User a=s String throughouwt the program make it be helpful and explain » A range of data should be used particular function or are not executed.
Fassword=Lnput ("Enter the pass=sword"] easier o read. any input validation when testing. procedure to be » Starts with a certain
{Ensure the pas=word is correct * These are applisd to varables, rules. + Mormal data is cormect and what grouped together. character depending on the
IF Password="letmsin® THEN fumctions, procedures, ete. » Code should comvert would usually be inputted by the * Often used with IF language used. Commeaon
f2pply accas=s lerels * Should be easy to read. inputs to the required user. statements. symbols indude # Y and /
1F U=er="Technician® THEN * Should be meaningful. data type if needed. » Boundary data is comect but is the * Multiple levels of # Informs the reader about
Allow Unressricted Access « Makes the code easier io read #Loops can be used o largest or smallest value which a indentation may be bugs or issues in the code
EL=E ) and to understand, request the user re- user might input. For example, used. » Explains the functionality of
Allow Restricted Rocsss « For Example, FirstMame is 2 enter data if it is entering an age of 105. * Makes the code easier particular code
ELSE better variable name than just X or invalid. # Invalid data is too large or small, to read and # Explains the purpose of
- _E?'“‘Y Access FN. » There may be a limit for example entering an age of understand. particular code
- Bad an how many times the 2878, #Makes it easier to » Prevent code from
_m %W am Spre user is asked in the * Emonegus data is completely focus on particular executing without deleting
= g case of passwords o incormect, for example entering Bob parts of the code when it completely.
VAR T a= Stzring + Provides structure to testing. other security fields. into an age field. nesded.
¥=Input (YEnter the Pas=sword"] * Records the result of testing
IF ¥="letmein” THEN :
- . & Should inchede:
ZF t=tTechniciant THEN Should incude: S subProgams | Te siing
Ellow Unrestricted Rocess o The data entersd * Procedures camy out a set of » Mewly written code often contains emors.
EL3E ) = The type of data instructions and do no not return a # Testing helps to locate and remove these emors.
Allow Restricted Access = The expectad cuicome value. » Testing ensures the prog amw-ksinme ray it should.
ELZE = The result of the tast « Functions are similar but do will retumn a i i
;;Y_?’:CESS = Any action required as a result value. # Takes plane'nhllstmepmgamlsbﬂngm
- #Both procedures and funclions can » The programmer tests individual lines or sections of code as they are
accept parameters wiritien.
« Parameters oe values passed nioa | | 1 an o s found, t s fixed and the oo tested again
Explain, using examples, way to improve the * May be a brute foree attack on the sub program. These are referrad to as # This process repeats, or iterates, until the code works as intended.
maintzinability of the program shown above [4] program. argumnenits when calling the sub #lt is easier to fix emors in smaller sections of code.
. . . *May be a user entering an incomect input program Final Testing
Irdent the lines within the IF statement in order o to try and break the program. » They provide structure to the code. # Takes place once the code is finished.
make the code easier to read. * May be a user entering code into input # They make code easier to undarstand. + A final check to make sure the code works comectly
_Llsesa'lﬂ:lle variable names, for example 70 could fields to access parts of the program they » They allow code to be easily reused. #Mskes sure the program does what it should. .
instead be called Password” and "V could be called shauld not. * They allow the program to be shorter as | | 4 1t can be harder to locate and fix eors at this stage because of the amount
:?U;ed-’-ﬂismldmaiehmeasierm * May simply be an emmor in input. code need not be written out multiple of coda.




Some Background

= A computer's CPU is made up of
millions of tiny switches called
transistors.

« These switches can be either on or off.

= Ve therefore use binary to represent
these switches, since a binary digit can
be either0or 1.

= 0 represents a transistor which is off, 1
represents one which is on.

Truth Tables

= lUsed to show the output of logic gates
or logic circuits.
= To create a truth table:
o Calculate how may rows are needed
(2number of inputs)
o S0 4 inputs would need 24 or 16
rows
o List the values for each input
o Work through the diagram to
complete the output for each possible
input

» Two or more logic gates are often used one after the other.

» This could be several of the same gate, or several different gates.
» This is known as a Logic Circuit.

» It is important to consider the order in which the gates are used.

« We can use diagrams and truth tables to represent these as
shown below.

i Jm

= L=l Ll IR =] k=] =2 k=] &>
Sl Ll B=1 =0 Ll B =R =] =
=l E=0 Bl I=R I B=0 Rl isy =)

=1 =1 =1 =R IS3 I=1 I=1k=] ©&
o =1 = =R = k= k=0 = 2

2.4 — Boolean logic

= Will output 1 if both Aand B are 1. = Will output 1 if either A or B are 1 = Has a single input s Logic Gate — components which
= Will output O if either AorB is 0. = Will output O if both A and B are 0 = [nverts the input (1 becomes compare one or more inputs based on a
s\Writenas ANEB « W/ritten as AVB 0 and 0 becomes 1) logical function to provide a single output.
A « \\ritten as NOT A « Logic Diagram — a diagram showing ong
Y A or more logic gates.
B Y A Y » Transistor — components contained in
B the CPU which can be either on or off.

« Truth Table — a table representing the
possible outputs of a logic gate or

0 0 0 o | o 0 5 ; « Logic Circuit — two or more logic gates

5 : 5 0 ] 1 1 3 used together one after the other

1 = = 1 3 1 « Binary — a number system containing
two symbols, 0 and 1. Also known as

1 1 1 1 ] 1 Base 2
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Low Level Languages

1%t Generation

IDEs (Integrated Development Environments)

A software package containing several features useful for writing code:

2 Generation

Editor

= Allows code to be to written and edited

= Fairly simple with programmer specific features
= Automatic line numbering

= Colour coding

Error diagnostics and debuggers

+ Help to locate and fix errors.

+ Breakpoints allow a program to be pausad at
certain points so the programmer ¢can then
examine different parts of the code or variahles.

= Software which allows code to run on different
platforms to that which they were written on.

# Allows code to he written for specialist hardware
without having to have that hardware to hand.

s Creates a virtual machine to run the code in

IDE.

» Auto-comect « Variable tracing shows the changing values of

= Auto-suggestion variables as the program nuns

» Auto-indent « Syntax highlighting shows where syntax ermors
QCCur.

Runtime environment Translators

+ Translates code into a format which the
computer can execute.
+ Allows code to be run and tested from within the

2.5 — Programming Languages and Integrated Development Environments

High Level Languages

3rd Generation

4t Generation

= The generafion that
‘computers understand’

» Difficult for humans to
understand, write or debug

= Also known as Machine + Also known as Assembly Code
Code + Uses mnemonics (abbreviations)

= Can be executed directly + Easier for humans to understand and program but still difficult
by the CPU » 1-1 relationship with Machine Code {one Assembly Language

instruction translates to one Machine Code Instruction
+ Must be translated into Machine Code for execution
» Commeoenly used to program device drivers

+ Easier still for humans to understand,
program and debug

+ lUses English-Like Keywords

+ 1-many relationship with machine code
{one instruction franslates into many
machine code instructions)

+« Examples include Java, Basic and Pascal

+ Translated using a compiler or interpreter

» Also known as Declarative
Languages

» Has sirict facts and rules for use

+ Details the computation which
should be performed but not how
to perform it

+ Examples include SCGL, Expert
Systems and Artificial Intelligence

SELECT * FROM Customers

glalalalalelaglalalalaa LOAD rl, c Dim Numl, Num2, Tot as Integer
1gl1al@leleleallilllesleda | LOAD r2, d Numl = Console.Readline() WHERE Country="Mexico';
aleaeslelelealel ADD rl, rz Num2 = Console.Readline()

DIV rl, #2 Tot = Numl + Num?2

= Translates a = Translates the = Translate and
language into whole code in one execute source
a form that the go into Machine code
computer can Code. « Work line by line.
directly + Optimise the code « Syntax is checked
execute » Used at the end of » If code is correct it
« Compilers and development when is executed
interpreters code is finished « |f code is incomect
are used for + Create error interpreting is
3rd generation reports and object stopped.
languages code « Aid debugging

__Translators | Compilers | __Interpreters |

Compilers
+ Compiled programs run quickly and without needing additional
software

. Dumpilec-i programs can be supplied as an executable file
which cannot be easily modified.
+ Optimise code so it runs quickly and uses less memaory.

Interpreters

« |Instructions are executed as soon as
they are franslated.

+ |Instructions are not stored for later so
less memary is needed.

+ Ermors can be quickly spotied.

» Because the source code is translated as a whole, more
memary is needed.

+ Requires a temporary working space for the compiler to
perform the translation.

+ Do nat spot emors.

+ Code must be re-compiled every time it changes.

+ Code compiled on ane platform will not rin on another.

Disadvantages Advantages

+ The CPL must wait for each insfruction
to be translated so execution is slower.

+ Code is translated each time it is run.

+ Do not produce an executable file that
can be distributed

« Do not optimise code.




Knowitall - Computer Systems Unit 1

Module

Grade %

Note

1 Units & Numbers

2 Binary & Decimal Numbers

3 Binary Addition

4 Hexadecimal Numbers

5 Binary Shifting

Units & Data Storage

6 ICPU Architecture

7 ICommon CPU Components

8 The Fetch-Execute Cycle

9 ICPU Performance & Embedded Systems

Systems Architecture

10  |Primary Storage

11  [Secondary Storage 1

12 [Secondary Storage 2

Primary & Secondary Storage

13 [Character Sets & Images

14 Sound

15  [Compression

Data Representation &
Compression

16  [Types of Networks

17 |Network Hardware

18  [The Internet

19  |Network Topologies

Networks & Topologies

20  Modes of Connection

21 [Encryption

22 |Addresses & Standards

23 ICommon Protocols & Layers

Wired & Wireless Networks,
Protocols & Layers

24 JForms of Attack 1

25  |Forms of Attack 2

26 dentifying & Preventing Vulnerabilities 1

27 dentifying & Preventing Vulnerabilities 2

Network Security

28  |Operating Systems 1

29  |Operating Systems 2

30  |Jtility Software

Systems Software

31  [Ethical & Cultural Issues

32 Environmental & Privacy Issues

33  |Data Protection & Computer Misuse

34  |Copyright & Licencing

Ethical, Legal, Cultural &
Environmental Impact
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https://www.knowitallninja.com/student-tracker/?lid=993740&gid=1003741&cid=988681
https://www.knowitallninja.com/student-tracker/?lid=993818&gid=1003741&cid=988681
https://www.knowitallninja.com/student-tracker/?lid=993866&gid=1003741&cid=988681
https://www.knowitallninja.com/student-tracker/?lid=993920&gid=1003741&cid=988681
https://www.knowitallninja.com/student-tracker/?lid=993965&gid=1003741&cid=988681
https://www.knowitallninja.com/student-tracker/?lid=994004&gid=1003741&cid=988681

Principles of Computer Science U2

Module

Grade %

Note

Knowitall - Computational Thinking,
Algorithms & Programming

Module

Grade%

Note

Combining Gates & Solving Problems

Boolean Logic

Computational
Thinking

8

Arithmetic Operations

LLDecomposition
) Pattern Recognition, Generalisation & Computational 1 |Logic Diagrams
Abstraction Thinking > [rruth Tables
3 JAlgorithm Design 3
4 |nterpreting Pseudocode .
i@eve?opinggPseudocode Struc;r:)rve\ltihEarlflslsh & 4 [Computational Thinking
6 [Flowcharts Using Standard Symbols s |Problem Structure
7 [Constants & Variables Handling Data within

Pseudocode & Natural English

a Program

9

Arithmetic Functions

12

OCR Exam Reference Language

10 [String Functions
11 [String Conversions

Flowcharts

Built-In Functions

General Functions

Improving Algorithms

Algorithm Design

The Use of Outputs

13

\Validating Data 1

14

\Validating Data 2

\Variables & Data Types

Validating Data

15

Error Handling and Reporting

\Variables, Constants & Input

16 [Loops

17 Branches

Programming
Fundamentals &

Control Structures

18 [Function Calls

19 |Data Structures & Strings

One-Dimensional Arrays

Two-Dimensional Arrays

Records

Data Structures

Linked Lists

13 [Casting Variables Data Types

14 [The Common Operators

15 [Sequence and Selection 1

16 [Sequence and Selection 2 Sequence,

17 [Sequence and Selection 3 Selection &
18 |iteration 1 Iteration

19 |lteration 2

20 [Basic String Manipulation 1 String

21 [Basic String Manipulation 2 Manipulation &
2 [Basic File Handling Operations File Handling

Standard Algorithms —

23

One-Dimensional Arrays

Data Structures

24

Two-Dimensional Arrays

Standard Algorithms —

31
32
33

25

Records

Sorting

26

SQL

Data Structures

27

Procedures

Linear Search

Binary Search

28

Functions

Sub Programs

Standard Algorithms

Count Occurrence

29

Defensive Design Considerations

Searching

30

Input Validation

34

Procedural Programming

35

Object-Oriented Programming 1

31

Maintainability

32

Testing

Producing Robust
Programs

Types of Programming]

33

Language Types & Translators

Programming
Languages & IDEs

36 [Object-Oriented Programming 2

37 Dbject-Oriented Programming 3 Languages #_[The Integrated Development Environment
| 38 Event-Driven Programming 3 Linear Search

39 [Mark-Up & Web Languages 36 [Binary Search

40 [Client-Side Scripting Coding for the Web 37 [Bubble Sort

41 Server-Side Scripting 38 |Insertion Sort

E&nguage Translation Translation 3 [Merge Sort

Searching &
Sorting
Algorithms



https://www.knowitallninja.com/student-tracker/?lid=974360&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=974422&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=974453&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=974531&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=974641&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=974761&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=974911&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=974987&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=975058&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=975158&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=975197&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=975262&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=975355&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=975365&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=975448&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=975523&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=975568&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=975610&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=975670&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=975721&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=975758&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=975904&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=975943&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976016&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976061&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976121&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976223&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976228&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976255&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976277&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976312&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976354&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976552&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976613&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976637&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976655&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976673&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976708&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976742&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976777&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976798&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=976811&gid=1003741&cid=974008
https://www.knowitallninja.com/student-tracker/?lid=997259&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=997274&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=997334&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=994259&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=995339&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=994280&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=994391&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=994400&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=994625&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=995531&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=995591&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=995612&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=995750&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=995789&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=995966&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=996023&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=996119&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=996203&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=996266&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=996374&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=996428&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=996500&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=996551&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=996584&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=996644&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=996698&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=996776&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=996866&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=996935&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=996986&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=997037&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=997136&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=997409&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=997574&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=994685&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=994796&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=994901&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=995060&gid=1003741&cid=994169
https://www.knowitallninja.com/student-tracker/?lid=995132&gid=1003741&cid=994169

Code Academy

|Name

Learn Python 2 Progress Sheet.

Section

Subsections

Date Completed

What you learned ? Just a quick short note of a piece of useful code.

=

Python Syntax

Python Syntax

N

Strings and Console Output

Strings and Console Output

Date and Time

3|Conditionals and Control Flow Conditionals and Control Flow
PygLatin
4lFunctions Functions
Taking a Vacation
5|Lists & Dictionaries Python Lists & Dictionaries
6Student Becomes the Teacher Student Becomes the Teacher
7|Lists and Functions Lists and Functions
Battleship
8lLoops Loops
Practice makes perfect
9|Exam Statistics Exam Statistics

10

IAdvanced Topics in Python

IAdvanced Topics in Python

11

Introduction to Classes

Introduction to Classes

classes

12

File Input and Output

File Input and Output




Edulito - End of unit tests Target grade:
Max Actual Review
1.1 Systems Architecture 30
1.2 test 1 Memory 28
1.2 test 2 Storage 28
1.2 test 3 Data storage 91
1.3 Test 1 Networks Protocols 50
1.3 Test 2 Wire edless protocols Layers 41
1.4 Network Security 32
1.5 Systems software 26
1.6 Ethical Cultural Environment 31
2.1 Algorithms 63
2.2 Programming fundamentals 71
2.3 Robust Programming 38
2.4 Boolean Logic 46
2.5 Languages and ideas. 35




OCR Exam Reference Language

Logical operators
AND OFE NOT

Example
while x<=5 AND flag==false

Comparison operators
== Equal to

!= Notequalto

< Less than

<= Less than or equal to

> Greater than

>= Greater than or equal to

Arithmetic operators

+ Addition e.g. x=6+5 gives 11

— Subtraction e.g. x=6-5 gives 1

* Multiplication e.g. x=12%2 gives 24
/ Division e.g. x==12/2 gives 6

MOD Modulus e.g. 1ZMODS gives 2
DIV Quotiente.g. 17DIVS gives 3

*~ Exponentiation e.g. 274 gives 81

Comments
Concept Keyword(s) / Symbols
Comment //

print (“Hello World”) //This is a comment

Taking input from the user/keyboard

Concept Keyword(s) / Symbols
Input input (..

variable=input (prompt to user)

Example
name=input ("Please enter your name”)

QOutputting to the screen

Concept Keyword(s) / Symbols
Qutput print (..}

print {(string)
print {variable)

Example
print {(“hello™)

print (myAge)




Variables, constants and assignments

Concept Keyword(s) / Symbols
Assignment =

Constants const

Global global
variables

hiariables and constants are assigned using the = operator.

®=3
name="EBok"™

Variables and constants are declared the first time a value is assigned. They
assume the data type of the value they are given.

Variables and constants that are declared inside a function or procedure are local
to that subroutine.
Variables in the main program can be made global with the keyword glokbal.

glokbal userid = 123

Variables in the main program can be made constant with the keyword const

const wat = 20
Casting
Concept Keyword(s) / Symbols
Converting to str)
another data int ()
tyvpe float ()
real ()
bool ()

Variables can be typecast using the following functions.

str(3) returns ™37

int (™27} returns 3

float (M3.147) returns 3.14
real ("4.52") returns 4.52
bool (“"True™) returns TREURE

lteration: count-controlled

FOR loop
Concept Keyword(s) / Symbols
FOR loop for. to ..

next ..
for i = 0 to 7
print (“Helloc™)
next i

Will print hello 8 times (0-7 indusive).

FOR loop with step

Concept Keyword(s) / Symbols
FOR loop for. to .. step.
next ..

for i = 2 to 10 step 2
print (i}
next i

This will print the even numbers from 2 to 10 inclusive.

Iteration: condition-controlled

WHILE loop
Concept Keyword(s) / Symbols
WHILE loop while .
endwhile._.

while answer!="computer"
answer=input ("What is the password?”)
endwhile

DO WHILE loo
Concept Keyword(s) / Symbols
DO WHILE loop do...

until.
do

answer=input ("What is the password?”)
until answer=—="computer”




Selection

Selection will be carried out with if fthen/else and switch/case.

IF-THEM-ELSE
Concept Keyword(s) / Symbols
IF-THEN-ELSE ii.. then
elaeif _. then
glae
endif

if entry=="a" then
print (*You selected A"™)
elaeif entry="b" then
print (“You selected B™)

glae
print (*“Unrecognised selection™)
endif

CASE SELECT or SWITCH

Concept Keyword(s) / Symbols

CASE SELECT or switch..:

SWITCH case._.:
case..:
defaultc:

endawitch

switch entry:
case “AY:
Erint (“You selected 4")
case “BY:
Print (“You selected B")
default:
print (“Unrecognised selecticn™)
endswitch

String handling

To get the length of a string:
Concept Keyword(s) / Symbols
String length length

Stringname.length

To get a substring:
Concept Keyword(s) / Symbols
Subatrings ~Jubstringix, i}

i (startingPosition,
numberQfCharactera)
MB The string will start with the 0w Ccharacter.

Converting cases:

Concept Keyword(s) / Symbols

Tppercazes Lupper

Lowercase Llower
Stringnams.upper

Stringname.lower

Ascil conversion:

Concept Keyword(s) f Symbols
ASCII ASC(.)
Conversion CHE{...)

ASC {character)

CHR {asciinumber)

Example

FomeText="Computer Science”™
print (scmeText.length)
print (someText.subatring (3, 3} )

Will display
1&
Put




Subprograms

Concept Keyword(s) / Symbols

Procedure procedure name ()
endprocedure

Calling a procedure (parameters)

procedure

Function function gamel .}

return ..

endfunction

Calling a function (parametera)

function

function triple (number)
return number*3
endfunction

Called from main program
v=CLriple (7)
procedure greeting (name)
print (“hello”iname)
endprocedure

Called from main program
greeting (“Hamish™)

Arrays and lists

Concept Keyword(s) / Symbols
Declaration array pames[ ]

array gameboard[. ., ..]
Asaignment namesl ] = .

gamebuaid ey ] =
Arrays will be 0 based and declared with the keyword ormmoy.

array namez[5]

nameg [0]="Rhmad"”
names[1]="Een"”
namega[2]="Catherine”™
nomes[3]="Dana"”
names[4]="Elijah”
print(name=[3])

Example of 20 array:
array board[E, 8]
board[0, 0]="rock”

Reading to and writing from files

Concept KEeyword(s) / Symbols
Open open( )

Cloae acloge ()

Fead line Leadline ()
HWrite line 2Writeline ()
End of file >endOfFile ()
Create a new newkFile ()

file

To open a file to read or write to it open is used. We then use writeline to write a
line to the file and readline to return a line of text from the file.
The following program makes x the first line of samole. X1

myFile = open(“sample.txt™)
¥ = myFile.readLine()
myFile.close()

end0fFilel ) is used to determine the end of the file. The following program
will print out the contents of sample. txt

myFile = open(Tsample.t=xt™}
while NOT myFile.endOfFile ()
print (myFile.readLine ()}

endwhile
myFile.close ()

In the program below, hello world is made the contents of sample.tst (any
previous contents are overwrtien).

myFile = open( sample.t=xt™}
myFile.writeline ("Hello World™)
myFile.close ()

To create a new file called “nyMewFile_txt™

newFile = [("myNewFile.t=tL"™}

The file would then need to be openad using the above command for Open.

Random numbers
Concept Keyword(s) / Symbols

Random number Bandom (.., -}
myvariable = randcm({l, &)
Creates a random integer between 1 and 6 inclusive.
myvWariable = randem{—-5.0,5.0)

Creates a random real between -5.0 and 5.0 indusive.




Section

Sub-topic Term

Definition

1. 1.1.1 CPU Central Processing Unit: “The main part of the computer, consisting of the registers, ALU and control unit.”
2. 1.1.1 zjzlc:-decode-execute “The complete process of retrieving an instruction from storage, decoding it and carrying it out. Also known as the instruction cycle.”
3. 1.1.1 5 ALU Arithmetic Logic Unit: “Performs calculations (e.g., x = 2 + 3) and logical comparisons (e.g., IF x > 3) in the CPU.”
4. 1.1.1 S CU Control Unit: “Decodes instructions. Sends signals to control how data moves around the CPU.”
5 1.1.1 Y ICache “Memory in the processor that provides fast access to frequently used instructions and data.”
-
6 1.1 o 5 Register “Tiny areas of extremely fast memory located in the CPU, normally designed for a specific purpose where data or control information is stored temporarily — e.g., MAR,
: - 2 o & MDR, etc.”
§ é Von Neumann . - . . L. . . ”
7. 1.1.1 2 @ Lrchitecture Traditional computer architecture that forms the basis of most digital computer systems. Instructions are fetched, decoded and executed one at a time.
= £
3 1.1 E 'E:,j MAR Memory Address Register: “Holds the address of data ready to be used by the memory data register or the address of an instruction passed from the program counter.
) o g = Step two of the fetch-decode-execute cycle.”
9. 1.1.1 %,‘! MDR Memory Data Register: “Holds data fetched from or to be written to memory. Step three of the fetch-decode-execute cycle.”
10. J1.1.1 f Program counter “Holds the address of the next instruction to be executed. Step one of the fetch-decode-execute cycle.”
11. [1.1.1 - [Accumulator “Holds the result of calculations.”
12 112 g Clock speed “Measured in hertz, the clock speed is the frequency at which the internal clock generates pulses. The higher the clock rate, the faster the computer may work. The clock
) o 5 & P is the electronic unit that synchronises related components by generating pulses at a constant rate.”
€
13. [.1.2 S :§ Cache size “The larger the cache, the more data that can be stored without having to go back to main memory (RAM) — this has a significant impact on processing speed.”
14. [1.1.2 g Cores “Part of a multi-core processor, a single component with two or more independent CPUs that facilitate the fetch-decode-execute cycle.”
T 5 o I " - = n — . " " "
15, hais _g 3 z T SR .A cor?puter built to solve a highly specific problem. Not easy to change. For example, the operating system placed inside a washing machine, microwave or set of traffic
i) lights.
. “Comprised of random-access memory (RAM) and read-only memory (ROM). It holds data and instructions that the CPU can access more quickly and easily than from
16. 1.2.1 0] Primary storage . ”
W secondary storage devices.
17 121 § g RAM Random-Access Memory: “Volatile (data is lost when the computer is powered off). Read-and-write. Purpose: Temporary storage of currently executing instructions and
: - 1; g data — e.g., applications and the operating system.”
18 121 g = ROM Read-Only Memory: “Non-volatile (data is retained when the computer is powered off). Read-only. Purpose: Stores startup instructions, otherwise known as the
i - = bootstrap.”
19. [1.2.1 Virtual memory “Using part of the hard disk as if it were random-access memory. Allows more applications to be open than physical memory can hold.”
20. 1.2.2 Secondary storage “Permanent storage of instructions and data not currently in use by the processor. Stores the operating system, applications and data. Read-and-write and non-volatile.”
21. J1.2.2 Optical storage “CD-R, CD-RW, DVD-R, DVD-RW. Use: Music, films and archive files. Low capacity. Slow access speed. High portability. Prone to scratches. Low cost.”
2 hoo @ " Magnetic storage ”Harf:i disk drixe. Use: Operating system and applications. High capacity. Medium data access speed. Low portability (except for portable drives). Reliable but not durable,
© an Medium cost.
o o m R 2 N a a e R = =
23 ho2o 2 % Sl i s e Memory cards and s:o||d sta’f'e hard drives (SSD). Use: Digital cameras and smartphones. Medium capacity. High portability. Reliable and durable. No moving parts. Fast
T 2 data access speed. High cost.
24.  [1.2.2 g _fg’ Storage capacity “The amount of data a storage device can store.”
25. [J1.2.2 E 5 Storage speed “The read/write access speed of a storage device.”
[}
26. 1.2.2 § & Storage portability “How easy it is to transport a storage device — e.g., solid-state and optical storage are highly portable, whereas magnetic storage is designed to stay in place.”
27. [1.2.2 : Storage durability “How resistant a storage device is to damage and wear. Devices with low durability are likely to fail earlier.”
28. [1.2.2 Storage reliability “A relative measure of confidence that a storage device will function correctly and allow you to write, read, delete and modify data.”
29. [1.2.2 Storage cost “The relative price of a storage device — e.g., per megabyte of data.”
30. [1.2.3 Bit “The smallest unit of storage, represented by either a binary 1 or 0.”
31. [1.2.3 Nibble “Half a byte. Four bits.”
32. [1.2.3 Byte “A collection of eight bits.”
33. [1.2.3 2 Kilobyte “One kilobyte (KB) is 1024 bytes. For the purpose of calculations in an exam, you can treat a kilobyte as 1000 bytes.”
=
34, J1.2.3 =) Megabyte “One megabyte (MB) is 1024 kilobytes (KB). For the purpose of calculations in an exam, you can treat a megabyte as 1000 KB.”
35. [1.2.3 Gigabyte “One gigabyte (GB) is 1024 megabytes (MB). For the purpose of calculations in an exam, you can treat a gigabyte as 1000 MB.”
36. [1.2.3 [Terabyte “One terabyte (TB) is 1024 gigabytes (GB). For the purpose of calculations in an exam, you can treat a terabyte as 1000 GB.”
37. [1.2.3 Petabyte “One petabyte (PB) is 1024 terabytes (TB). For the purpose of calculations in an exam, you can treat a petabyte as 1000 TB.”
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1.2 Memory and storage

Data storage (Numbers)

Denary numbers

“A numerical system of notation that uses 10 as its base. The ten decimal base digits are 0 —9.”

Binary numbers

“Binary describes a numbering scheme with only two possible values for each digit, 0 and 1. In computing, binary refers to any digital encoding
system with exactly two possible states — e.g., in memory, storage, processing and communications, 0 and 1 are sometimes called low and high,
respectively.”

Binary arithmetic

“The process of adding two or more positive 8-bit binary numbers (0 — 255).”

Overflow

“The generation of a number that is too large to be represented by the device intended to store it.”

Hexadecimal

“A numerical system of notation that uses 16 rather than 10 as its base. The 16 hex base digits are 0 — 9 and the letters A—F.”

Binary shifts

“Allows you to easily multiply or divide a base-2 binary number. A left shift multiplies the number by 2, while a right shift divides it by 2.

Data storage
(Characters)

Character set

“A set of symbols represented by a computer. These symbols, called characters, can include letters, digits, spaces, punctuation marks and control
characters.”

ASCII

lAmerica Standard Code for Information Interchange: “A character set devised for early telecommunication systems but proved to be ideal for
computer systems. Uses 7 bits, providing 32 control codes and 96 displayable characters. The eighth bit is often used for error checking.”

“Standard character set that replaces the use of multiple different character sets. Incorporates characters from almost all global languages. A 16-bit

Unicode extension of ASCII.”
Pixels “The smallest unit of a digital image or graphic that can be displayed on a digital device. A pixel is represented by a dot or square on a computer
display.”
§D Metadata “A collection of data that describes and provides information about other data.”
©
g Colour depth “Also known as bit depth. Either the number of bits used to indicate a) the colour of a single pixel in a bitmap image or video frame buffer or b)
& P leach colour component of a single pixel.”
©
o
% |Resolution “The number of pixels (individual points of colour) in a display, expressed in terms of the number of pixels on the horizontal and vertical axes.”
©
8 [image quality “The overall detail of an image, affected by colour depth and resolution.”
Image file size “The total size of an image file in storage. Size in bits = Width in pixels * Height in pixels * Colour depth in bits.”
Sample rate “The number of samples taken per second, measured in hertz (Hz).”
©
§ Sample duration “How many seconds of audio a sound file contains.”
(%)
o Sample bit depth “The number of bits available to store each sample (e.g., 16-bit).”
©
g Plavback qualit “The finished quality of the digital sound file — this is affected by the sample rate and bit depth. The higher the number, the better the quality and
S v q ¥ the larger the file size. CD quality is 44,100 samples per second.”
©
a

Sound file size

“The total size of a sound file in storage. Size in bits = Sampling rate * Sample resolution * Number of seconds.”

Compression

Compression

“The process of reducing the size of a file.”

Lossy compression

“A compression method that generally involves a loss of quality where experience tells us that it will be least noticed.”

Lossless compression

“A compression method that allows a file to be recreated in its original quality.”
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1.3 Computer networks, connections and protocols

Networks and topologies

LAN

Local Area Network: “Small geographic area. All hardware is owned by the organisation using it. Wired with UTP or fibre optic cable or wireless using routers and Wi-
Fi access points.”

WAN

Wide Area Network: “Large geographic area. Infrastructure is hired from telecommunication companies who own and manage it. Connected with telephone lines,
fibre optic cables or satellite links.”

Client-server network

“A client makes requests to the server for data and connections. A server controls access and security to one shared file store. A server manages access to the
internet, shared printers and email services, as well as running data backups.”

Peer-to-peer network

“All computers are equal and serve their own files to each other. Each computer is responsible for its own security and backups and usually has its own printer.”

\Wireless access point

“Hardware that allows a Wi-Fi-enabled device to connect to a network.”

“A router sends data between networks. It is needed to connect a local area network to a wide area network. It uses the IP address on a device to route traffic to

Router

other routers.”
Switch “A switch sends data between computers on a local area network. It uses the NIC address on a device to route traffic.”
NIC Network Interface Card/Controller: “Hardware that connects a computer to a network.”

[Transmission media

“Physical media that can be used to transmit data — e.g., twisted copper cable, fibre optic, etc.”

The internet

“A worldwide collection of interconnected computer networks. An example of a WAN —the largest in existence.”

Domain Name System: “The internet equivalent of the phone book. Maintains a directory of domain names and translates them to Internet Protocol (IP) addresses —

DNS L - . B
this is necessary because, although domain names are easy to remember, computers access websites using IP addresses.”

Hostin “Websites stored on dedicated servers. Used for websites that need to be available 24/7, be accessed by thousands of users at a time, be well-protected from hackers

s land have an IP address that doesn’t change.”

The cloud “Remote servers that store data to be accessed over the internet. Access anytime, anywhere from any device. Automatic backups. Collaborate on files easily.”

\Web server “A program that uses HTTP (Hypertext Transfer Protocol) to deliver web pages to users. Page requests are forwarded by a computer’s HTTP client. Dedicated
lcomputers and appliances may also be referred to as web servers.”

Client “A device that requests and/or uses services from a remote/connected server.”

Network topology “The physical or logical arrangement of connected devices on a network — e.g., computers, switches, routers, printers, servers, etc.”

Star topology “Computers connected to a central switch. If one computer fails, no others are affected. If the switch fails, all connections are affected.”

Mesh topology

“Switches/routers connected so there is more than one route to the destination — e.g., the internet. More resilient to faults but more cable is required.”

Wired connection

“Any computer network that predominantly connects hardware via physical cables —e.g., copper, fibre optic, etc.”

Ethernet

“A standard for networking local area networks using protocols. Frames are used to transmit data. A frame contains the source and destination addresses, the data
land error-checking bits. Uses twisted pair and fibre optic cables. A switch is used to connect computers.”

\Wireless connection

“Any computer network that predominantly connects hardware via Wi-Fi, eliminating much of the need for physical cabling.”

\Wi-Fi

“Wireless connection to a network. Requires a wireless access point or router. Data is sent on a specific frequency. Each frequency is called a channel.”

Bluetooth “A method of exchanging data wirelessly over short distances — much shorter than Wi-Fi. Examples of typical Bluetooth use could be, headphones, car mobiles etc.”

Encryption ”Encoding re.adable c.Iata (plai.n text) into unreadable data (ciphertext). Only the intended recipient can decode the data using a special key. Protects sensitive
lcommunications against hacking.”

IP address Internet Protocol Address: “A unique string of numbers separated by full stops. Identifies each computer using IP to communicate via a network.”

MAC address Media Access Control Address: “Used as a unique identifier for most network technologies including Ethernet and Wi-Fi.”

Standards “Various rules for different areas of computing. Standards allow hardware and software from different manufacturers to interact with each other.”

Protocol “A set of rules that allow two devices to communicate.”

[TCP/IP Transmission Control Protocol/Internet Protocol: “TCP provides error-free transmission between two routers. IP routes packets across a wide area network.”

HTTP Hypertext Transfer Protocol: “A client-server method of requesting and delivering HTML web pages. Used when the information on a web page is not sensitive or

ersonal.”

HTTPS Hypertext Transfer Protocol Secure: “Encryption and authentication for requesting and delivering HTML web pages. Used in websites that are sending and/or
receiving sensitive data (e.g., passwords, bank details).”

FTP File Transfer Protocol: “Used for sending files between computers, usually on a wide area network.”

POP Post Office Protocol: “Used by email clients to retrieve email from an email server.”

IMAP Internet Message Access Protocol: “Used by mail clients to manage remote mailboxes and retrieve email from a mail server.”

SMTP Simple Mail Transfer Protocol: “Sends email to a mail server.”

Protocol layering

“The concept of protocol rules being built up in layers — the layered protocol stack facilitates the various rules being executed in a defined order.”




97. 141 e Malware “A broad term that covers all software written to facilitate loss of data, encryption of data, fraud and identity theft.”
©
98 141 g Social engineering “Most vulnerabilities are caused by humans — not locking computers, using unsecure passwords, not following company network policy or
’ o 9 implementing it poorly, not installing protection software, not being vigilant with suspicious emails/files and not encrypting sensitive data.”
wv
99. [14.1 ? 9 Phishing “Sending emails purporting to be from reputable companies to entice people into revealing personal information.”
[ e
100. [1.4.1 5 2 [Brute-force attack “A trial-and-error method of attempting to guess passwords. Automated software is used to generate a large number of guesses.”
a 2
=
101. 1.4.1 > g & |Denial-of-service attack [“Flooding a server with so much traffic that it cannot process legitimate requests.”
Z 8 g p g q
2 °
3 & Data interception and ) . .
102. 1.4.1 § 2 P “Stealing computer-based information.”
N © theft
103. [1.4.1 2 = SQL injection “A hacking technique used to view or change data in a database by inserting SQL code into a form instead of data.”
-
(3]
104. [1.4.2 3 E’ Penetration testing “Designed to test the security of a system and identify vulnerabilities.”
A -
105. [1.4.2 - § » |Anti-malware software [“Protects against many types of malware including viruses, worms, trojans, rootkits, spyware, key loggers, ransomware and adware.”
v 2
106. [1.4.2 s £ [Firewall “Network software or hardware designed to prevent external users from gaining unauthorised access to a computer system.”
T Q
C @© % e q . .
107. hao :;) & |User access level The. d.egree of system access tha.t a sp.ecn‘lc type of user is allowed. On a m?twork, most u.se.rs WI’|'| have restricted access, whereas a system
£ % administrator or network technician will be allowed much greater access with fewer restrictions.
> 5
108. [1.4.2 "Jé Password “A secret word or phrase used to gain access to a computer, program, interface or system.”
(]
109. [1.4.2 hel Physical security “Any form of physical security intended to protect data and systems —e.g., alarms, locks, security patrols, etc.”
110. [1.5.1 System software “Software that manages the computer. Usually supplied with the computer.”
Y g p y supp p
. [ iali ftware th mmuni ith com r har r Il her program run. The m mmon ratin ms ar
111, hs1 S Sy S!oeua |sec! softwa .et atco ullcafles with computer hardware to allow other programs to ru e most common operating systems are
Windows, Linux, Unix, MacOS and iOS.
112. [1.5.1 w» [|Userinterface “Allows a user to interact with a computer — e.g., input devices and software.”
S
Q “The process of the operating system deciding what should be in memory at any given time. Responsible for loading data and programs into and
113. [1.5.1 % K
3 > % Memory management out of memory when required.”
oo
114. [1.5.1 £ |Multitasking “Running multiple applications simultaneously by giving each one a slice of processor time.”
() ©
115. [1.5.1 g g Peripheral management [“The management of connected input/output devices such as a mouse, keyboard, webcam, speaker, scanner, printer, etc.”
& o
116. [1.5.1 § Driver “Translates operating system commands into hardware-specific commands — e.g., a printer driver tells the printer how to print a document.”
. |L.5. o ser management ows different people to log into the same computer with a username and password. Remembers personal settings. Manages file access rights.
117. |1.5.1 £ U “All diff I logi h ith d d.R b I i M fil ights.”
=l
d
118. hs1 A File management Acct'elss permissions for files (read and write). Opening files in programs. Moving, deleting and renaming files. Presenting a folder structure to the
al user.
119. [1.5.2 Utility software “A program that performs a specific task relating to the operation of the computer — e.g., backup, virus scan, compression, defragmentation.”
120. [1.5.2 % Encryption software “Turns plaintext data into unreadable ciphertext data using a key. Protects data from being read by hackers.”
% Defragmentation “Files being deleted over time creates gaps on a hard disk. New files fill the gaps but may need more space than the gap provides, resulting in file
121. [1.5.2 2 softwire fragments being spread across the disk. Defragmentation puts file fragments and free space back together in contiguous space, improving access
= speeds.”
5
122 hsa Data compression “Reduces the size of a file so it takes up less disk space and is quicker to download over the internet. Compressed files must be extracted before

software

they can be read.”
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1.6 Ethical, legal, cultural and environmental concerns

Ethical, legal, cultural and environmental impact

Ethical issues

“Ethical issues introduced by the increasing use of computer science and its related technologies — e.g., job losses, Al/machine
learning, digital divide, privacy, responsibility for web content. ”

Legal issues

“Legal issues introduced by the increasing use of computer science and its related technologies — e.g., digital content ownership,
hacking, piracy.”

Cultural issues

“Cultural issues introduced by the increasing use of computer science and its related technologies — e.g., censorship, network
restrictions, cyberbullying.”

Environmental issues

“Environmental issues introduced by the increasing use of computer science and its related technologies — e.g., fossil fuels,
energy usage, hazardous materials.”

Privacy issues

“Privacy issues introduced by the increasing use of computer science and its related technologies — e.g., always-on, voice-
activated devices; CCTV; social media; GPS tracking.”

The Data Protection
Act 2018

“Legislation that protects individuals from the unreasonable use of their personal data. Updated in 2018 to cover the
requirements of the General Data Protection Regulation (GDPR).”

Computer Misuse Act
1990

“Legislation that defines electronic vandalism, unauthorised access to computer systems and theft of information.”

Copyright Design and
Patents Act 1998

“Legislation that gives creators of literary, dramatic, musical and artistic works the right to control how their material can be
used.”

Software licences

“A set of binding legal terms that often come with a commercial software application and dictate how you can use it — e.g.,
personal use, company use, etc.

Open source

“Users can modify and distribute the software. Can be installed on any number of computers. Support provided by the
community. Users have access to the source code. May not be fully tested.”

Proprietary

“Users cannot modify the software. Copyright protected. Usually paid for. Licensed per user or per computer. Support provided
by developers. Users do not have access to the source code. Fully tested and supported by developers.”
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2.1 Algorithms

Computational thinking

Computational thinking

“The thought processes behind formulating a problem and expressing its solution(s) so that a human or machine can effectively carry it out.”

Abstraction

“The process of separating ideas from specific instances of those ideas at work. Computational structures are defined by their meanings while
hiding away the details of how they work. Abstraction tries to factor out details from a common pattern so programmers can work close to the
level of human thought, leaving out details that matter in practice but are immaterial to the problem being solved.”

Decomposition

“The process by which a complex problem or system is broken down into parts that are easier to conceive, understand, program and maintain.”

Algorithmic thinking

“A way of getting to a solution by identifying the steps required.”

Designing, creating and refining algorithms

Problem inputs

“Any information or data that is fed into a system.”

Problem processes

“Anything that happens to data while a system is running — e.g., calculations.”

Problem outputs

“Any information or data that leaves a system.”

Structure diagram

“A diagram that looks like an upside-down tree with one node at the top (root) and many below. Used when designing solutions to problems to
help break a large problem down into a number of smaller parts.”

Pseudocode “A language-independent description of the steps of an algorithm. Intended for humans to express and design algorithms before coding.”
Flowchart “A method of designing algorithms using symbols before coding.”
Trace table “A technique used to test algorithms and ensure that no logical errors occur while the algorithm is being processed. The table usually has a

column for each variable. Each row shows how the various values change as the algorithm runs.”

Searching and sorting algorithms

Searching algorithms

“An algorithm that attempts to find a specific value in a data set.”

Binary search

“Efficient search method that only works if a file’s records are arranged in sequence. Involves accessing the middle record in the file, determining
whether the target record has been found and, if not, whether the target record is before or after the mid-point. The process is repeated on the
part of the file where the target record is expected to be until it is found.”

Linear search

“Examining each entry in a file in turn until the target record is found or the end of the file is reached. Unless the file is arranged in a useful order,
a serial search must be used.”

Sorting algorithm

“An algorithm that attempts to sort an unordered set of values.”

Bubble sort

“Simple and popular with inexperienced programmers but inefficient for sorting large amounts of data, as the length of time it takes to execute
correlates to the square of the number of items —e.g., if a list of 10 items takes 1ms to sort, 100 items will take 100ms.”

Merge sort

“Divide-and-conquer algorithm created by John von Neumann. First, the list is divided into the smallest unit, known as an element. Each element
is compared with the adjacent list with a view to sorting the records and merging the two lists back together.”

Insertion sort

“A simple sorting algorithm that builds the final sorted array/list one item at a time. Less efficient with large lists than advanced algorithms like
quicksort, heapsort or merge sort.”
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2.2 Programming fundamentals

Programming fundamentals

Variable “A value that can change depending on conditions or information passed to the program.”

Constant “A value that cannot be altered by the program during normal execution.”

Operator “Tells a .prog't:am how to manipulate or interpret values. Categories of operators you need to know about are arithmetic, Boolean and
comparison.

Assignment “Giving a variable or constant a value (e.g., counter = 0).”

Programming construct

“Lines/blocks of code that perform a certain function. The three basic programming constructs are sequence, selection and iteration.”

Sequence

“One of the three basic programming constructs. Instructions that are carried one after the other in order.”

Selection

“One of the three basic programming constructs. Instructions that can evaluate a Boolean expression and branch off to one or more alternative
paths.”

Count-controlled iteration

“An iteration that loops a fixed number of times. A count is kept in a variable called an index or counter. When the index reaches a certain value
(the loop bound) the loop will end. Count-controlled repetition is often called definite repetition because the number of repetitions is known
before the loop begins executing.”

Condition-controlled
iteration

“A way for computer programs to repeat one or more steps depending on conditions set either a) initially by the programmer or b) by the
program during execution.”

IArithmetic operator

+ - / * A “Used in mathematical expressions (e.g., num1 + num2 = sum).”

Boolean operator: AND

“A logical operator used within a program. Only returns TRUE if both values being compared are TRUE.”

Boolean operator: OR

“A logical operator used within a program. Returns TRUE as long as either value being compared is TRUE.”

Boolean operator: NOT

“A logical operator used within a program. Returns FALSE if the input is TRUE and returns TRUE if the input is FALSE.”

Comparison operator: ==

“Equal to.”

Comparison operator: !=

“Not equal to.”

[Comparison operator: <

“Less than.”

Comparison operator: <=

“Less than or equal to.”

Comparison operator: >

“Greater than.”

Comparison operator: >=

“Greater than or equal to.”

Arithmetic operator: +

“Addition.”

Arithmetic operator:

“Subtraction.”

Arithmetic operator: *

“Multiplication.”

Arithmetic operator: /

“Real division.”

Arithmetic operator: MOD

“Integer division. MOD outputs the remainder left over after division —e.g., 10 MOD 3 =1."

[Arithmetic operator: DIV

“Integer division: DIV outputs the number of times a number fits into another number —e.g., 10DIV3=3."

Arithmetic operator: A

“Exponent.”
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2.2 Programming fundamentals

Data types

“The basic data types provided as building blocks by a programming language. Most languages allow for more complicated, composite types to be constructed

Pata type from basic types recursively — e.g., char, integer, float, Boolean. As an extension, a string data type is constructed behind the scenes of many char data types.”

Integer “A data type used to store positive and negative whole numbers.”

Real “A data type used to store an approximation of a real number in a way that can support a trade-off between range and precision. Typically, a number is
represented approximately to a fixed number of significant digits and scaled using an exponent.”

Boolean “Used to store logical conditions — e.g., TRUE/FALSE, ON/OFF, YES/NO, etc.”

Character “A single alphanumeric symbol.”

String “A sequence of alphanumeric characters and/or symbols — e.g., a word or sentence.”

Casting “Converting a variable from one data type to another. For example, a variable entered as a string needs to be an integer for calculation —age = INPUT(“Enter

our age: “) age = INT(age).”

Additional programming techniques

String manipulation

“Commands and techniques that allow you to alter and extract information from textual strings — e.g., .length .substring(x, i) .left(i) .right(i) .upper .lower ASC(...)
ICHR(...).”

File handling: Open

“File handling is the process of dealing with input to and from files. Files first have to be opened, creating a handle to the file and allowing reading and writing.”

File handling: Read

“Once a file has been opened, it is possible to use commands to read its contents and return them to a program.”

File handling: Write

“Once a file has be opened it is possible to use commands to write data to the file from a program.”

File handling: Close

“When a file is no longer in use, closing it releases the file handle and breaks the connection between the file and a program.”

“A data structure consisting of a collection of elements, typically in fixed number and sequence and indexed by name. Elements of records may be called fields.

Record [The record is a data type that describes such values and variables. Most modern languages allow programmers to define new record types, as well as specifying
the data type of each field and an identifier by which it can be accessed.”
SQL “The language and syntax used to write and run database queries.”

SQL command: SELECT

“A SQL keyword used query (retrieve) data.”

ISELECT Name, Age, Class

FROM Students_table

WHERE Gender = “Male”

SQL command: FROM

J

“A SQL keyword used to signify which table(s) are included in a query.”

[SELECT Name, Age, Class

FROM Students_table

WHERE Gender = “Male”

SQL command: WHERE

“A SQL keyword used to filter query results.”

SELECT Name, Age, Class

FROM Students_table

WHERE Gender = “Male”

Array

“A set of data items of the same type grouped together using a single identifier. Each item is addressed by its variable name and a subscript.”

Sub-programs

“A block of code given a unique identifiable name within a program. Supports code reuse and good programming technique.”

Procedure

“A block of code within a program that is given a unique, identifiable name. Can take upwards of zero parameters when it is called. Should be designed and
written to perform a task or action that is clearly indicated by its name.”

Function

“A block of code within a program that is given a unique identifiable name. Can take upwards of zero parameters when it is called and should return a value.
Should be designed and written to perform a task or action that is clearly indicated by its name.”

Random number generation

“Most programming languages have built-in functions or libraries that allow you to easily generate random numbers. Creating truly random numbers is actually
rather difficult for a computer, and these algorithms are quite complex.”




200. p.3.1 Defensive design ‘The practice of planning for contingencies in the design stage of a project.”
201. p.3.1 Anticipating misuse ‘Considering how an end user might accidentally or deliberately break a program and writing additional code to handle these situations.”
202. p.3.1 & [Authentication ‘Verifying a user’s identity before they can use a system. Strong passwords over a certain length with symbols and mixed-case letters are advised.”
203, b.31 é Input validation ‘Ensuring data input by a user meet§ specific criteria before processing. Ra?nge _check (e.g.,1- 31/)’; type check (e.g., a number, not a symbol);
o resence check (e.g., data has been input); format check (e.g., a postcode is written LLN(N) NLL).
204. .3.1 é Maintainability ‘Techniques and methods that make code easier to debug, update and maintain.”
Q2 . . ‘Many programmers use defined naming conventions for variables, contents and procedures. Camel case is a popular one used in the industry
205. R.3.1 o [Naming conventions . . e . . . ”
- [a) Wwhere the first word of an identifier uses all lower case and all subsequent words start with a capital letter — e.g., studentsFirstName.
206. P.3.1 g Indentation ‘Makes it easier to see where structures begin and end. Conditions, iterations and code inside procedures and functions should be indented.”
207. R.3.1 go Commenting ‘Used to explains sections of code. Ignored by the compiler.”
208, b33 s Testin ‘Assessing the performance and functionality of a program under various conditions to make sure it works. Programmers need to consider all the
N § € devices the program could be used on and what might cause it to crash.”
209. P.3.2 2 Iterative testing ‘Each module of a program is tested as it is developed.”
210. P.3.2 w Final/terminal testing ‘Checking that all the modules of a program work together as expected and the program meets the expectations of users with real data.”
£ ‘Rules of the language have been broken, so the program will not run. Variables not being declared before use. Incompatible variable types (e.g.,
211. R.3.2 S Syntax error . . . . P N\
b kum = A); using assignments incorrectly (e.g., 2 + 2 = x); keywords misspelt (e.g., PRNT(“Hello”)).
212. P.3.2 & w Logical error ‘The program runs but does not give the expected output. Division by zero. Infinite loop. Memory full. File not found.”
213. P.3.2 : £ [Testdata ‘Values used to test a program — normal, boundary and erroneous.”
wn ” - - N . N —
214 b3 & lrest data: Normal Data supplied to a program that is expected. Usmg ? program wrlften to average student test scores as an example, if allowed scores are 0 — 100,
hormal test data would include all the numbers within that range.
‘Data supplied to a program designed to test the boundaries of a problem. Using a program written to average student test scores as an example, if
215. R.3.2 Test data: B d
est data: Boundary Bllowed scores are 0 — 100, boundary test data could be -1, 0, 1, 99, 100 and 101.”
216. b.3.2 Test data: Invalid Data of the correcF typg but outside accepted valldatlon"hmlts. Using a program written to average student test scores as an example, if allowed
scores are 0 — 100, invalid test data could be -5, 150, etc.
‘Data of the incorrect type that should be rejected. Using a program written to average student test scores as an example, if allowed scores are 0 —
217. R.3.2 Test data: E . .
est data: trroneous 100, erroneous data might be the string “hello”, the real number 3.725, etc.”
218, ba1 Logic diagram ;/tkcr?ethod of expression Boolean logic in a diagram using a set of standard symbols that represent the various logic gates — AND, NOT, OR, NAND,
219. p.4.1 5 o [Logic gate ‘A symbol in a logic diagram that represents a single gate — e.g., AND, OR, NOT.”
220. b.a1 —2 'gﬂ Logic gate: AND “Accepts two inputs and produces one output. Both inputs must be TRUE (1) for the output to be TRUE (1) — otherwise, the output will be FALSE
. R.4. < 2 0).”
(]
© 3 Logic gate: OR “Accepts two inputs and produces one output. At least one input must be TRUE (1) for the output to be TRUE (1) — otherwise, the output will be
221. R.A4.1 o <) »
@ 38 FALSE (0).
222 ba1 N Logic gate: NOT “Accepts one input and produces one output. If the input is TRUE (1), the output will be FALSE (0). If the input is FALSE (0), the output will be TRUE
. R.4. 1)”
223. P.4.1 Truth table ‘A notation used in Boolean algebra to define the output of a logic gate or logic circuit for all possible combinations of inputs.”
S Desi > - - -
224 bs1 < High-level language e5|.gne.d to allow the expression o"f a computer program in a way that reflects the problem being solved rather than the details of how the
o 4 solution is produced. One-to-many.
225. P.5.1 oo § Low-level language ‘Close to machine code and closely related to the design of the machine. One-to-one.”
226. P.5.1 E” 2 [Translator ‘Takes a program written in one programming language and converts it to another.”
227. P.5.1 & 8 [compiler ‘Translates high-level language source code into a computer’s machine code.”
228. P.5.1 g’ a Interpreter ‘Translates and executes a program one statement at a time.”
229, b.5.2 IS EJ e ¥ |OE ntegrated Develop Environment: “A software application that provides comprehensive facilities for software development. Normally consists of a
T g g) g g source code editor, build automation tools and a debugger.”
230. p.5.2 Y i 18' SIDE: Error diagnostics ‘IDE tools that provide detailed feedback on errors in code.”
231 bsa z ﬁ % B IDE: Run-time ‘A configuration of hardware and software. Includes the CPU type, operating system and any runtime engines or system software required by a
T o iS O wlenvironment articular category of application.”
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